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NOTE: Paladin Risk Solutions is now utilizing a secure cloud application to provide multiple layers of protection on the web and prevent exposure of 
open source intelligence gathering and dark web investigations. This software enables research teams to maximize security, accelerate intelligence 
gathering and analysis, streamline network operations, and ensure full control and auditability of all research activity.  

 

DISCLAIMER 

This report is confidential and is intended to be used solely by the client for whom this report was prepared and to whom it is addressed for information 
purposes only and for no other purpose, except as may be expressly stated herein. This report may not be copied, reproduced, disseminated, distributed or 
otherwise made available to any third party, in whole or in part, without the express written consent of Paladin Risk Solutions Inc. which consent may be 
withheld for any reason. In preparing this report, Paladin Risk Solutions Inc. has used its professional care and diligence and has endeavored to include in this 
report and to base its analysis upon information that it believes to be relevant to the purposes of this report; however, no representation or warranty, express 
or implied, is made by Paladin Risk Solutions Inc. as to the accuracy or completeness of the information included in this report.  
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2. INSIGHT and SITUATIONAL AWARENESS Click here to access previous featured reports 
 
USA Election. With the USA election looming today, many are anticipating possible civil unrest. Due to large 
numbers of mail in ballots, it is believed the final results may take days or weeks. Some states do not begin 
counting mail in votes until the day of the election, while others have already started doing so. Although states 
are mostly suggesting that as long as a mail-in ballot is postmarked previous to the election, it will be counted. 
However, some argue that these ballots should be disqualified if they arrive after the election date. Fear of 
election turmoil, such as vote suppression, incorrect ballot counting, or throwing away of completed ballots, may 
lead to the possibility of the election results being disputed by either side. President Trump has already claimed 
that he believes there would be issues with mail-in ballots. As seen in previous elections, one side may win by a 
very small number of votes, and if some votes are not counted, it is possible that people may take to the streets 
in protest. Surveys suggest Americans are worried about the election, with only one in four stating that they are 
very confident of a peaceful transfer of power. 

Retailers and businesses are preparing for potential of riots and protests, as seen in the USA after the police 
related death of George Floyd. Stores are recommended to remove sandwich boards or any easily removable 
marketing equipment, secure garbage cans and furniture so that it cannot be used as projectiles, barricades, or 
fuel to start fires. Some stores have already begun boarding up their storefront in preparation. Experts believe 
that the current divided landscape in the USA is likely going to be similar to dry weather fuelling fires, but 
suggested that a full out civil war is unlikely, and that we will likely see a number of “small brush fires” around the 
USA. Concerns persist over the possibility of civil unrest and the agencies that deal with these type of domestic 
situations are advising citizens, businesses and potential groups and organizations that have historically been 
involved this kind of activity, to use their better judgement. Preparing for potentially violent incidents is a 
significant indication of the level of unrest and uncertainty. Emboldened criminal elements, anarchists, extremists, 
and terrorist entities view these incidents as opportunities to conduct illicit activity to meet their own interests. 
Moreover, foreign states seek to take advantage of the divisive activity by funding groups and providing logistical 
support. Cyber attacks are also unleashed during moments of chaos as the vigilance required to monitor and 
defend against them is diminished during times of unrest and conflict. 

COVID-19 Fatigue. Seven months into the pandemic, and global COVID-19 cases are rising faster than ever before. 
Adherence to COVID-19 measures is believed to be declining by the public, with some experts advising that 
pandemic fatigue is beginning to set in. A recent survey conducted in Canada suggests that 50% of individuals are 
tired of following COVID-19 measures. For many, COVID-19 circumstances have caused them to elicit a “fight-or-
flight” response, in which the body is heightened to possible dangers. This response is a short-term strategy and 
can cause health issues, including heart disease, if continued to be left unchecked. People are reporting burnout, 
exhaustion, feeling restless, lacking motivation or pleasure in activities they used to enjoy, and difficulty 
concentrating. As the pandemic progressed, the public began realizing that the measures are not as short lived as 
believed or expressed, and with a long battle against the pandemic, some are breaking the rules. An individual 
who may have adhered to the guidelines and chose to have little contact with vulnerable loved ones, such as their 
parents, may decide they cannot wait any longer to see them. People may also get comfortable with breaking a 
COVID-19 measure, should no repercussions be observed. If one saw their vulnerable loved ones with no negative 
impacts, they may feel more comfortable doing so again. As some may be asymptomatic, every meeting with a 

https://paladinrisksolutions.com/featured-reports/
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vulnerable individual presents a different type of risk, and the previous likelihood of risk does not make an impact 
on any subsequent likelihoods.  

Surveys conducted in the UK suggest that despite the fatigue most individuals are continuing to practice “majority 
adherence”. These people appear to have remained the same since the beginning of the first UK lockdown. 
Meanwhile, “complete adherence” saw a small decline in May, as the government defended a political consultant 
for breaking social distancing rules. Adherence is generally lower in groups such as younger people, people who 
live with others, men, people with children, and those living in cities. However, the main factor related to 
adherence to COVID-19 measures appears to be life circumstances, rather than motivation for adherence. This 
may suggest that although some individuals would like to follow guidelines, it is possible their circumstances may 
not allow for it.  

It is also possible that such situations may cause cognitive dissonance in a person, defined as feeling discomfort 
when their thoughts and actions are incongruent. As such, in order to deal with the dissonance, the individual will 
attempt to reduce the feeling of discomfort. This can be achieved in a number of ways, including either changing 
their actions, if possible, or justifying their actions to reduce the discomfort. This could include downplaying the 
severity of the virus, providing self-justifications in an effort to preserve the belief that they are competent and 
wouldn’t foolishly put themselves in danger. These self-justifications may be include believing the virus is not as 
severe as presented, and that the measures taken to curb its spread are draconian.  

Since cognitive dissonance explains why individuals will not change their minds, it is counter productive to shame 
individuals into following measures. By asking why one is not wearing a mask may imply that that individual may 
not be smart, and therefore create additional dissonance in an individual who believes they are competent. For 
this reason, persuasion techniques need not shame individuals but instead look at the motivations behind people’s 
decision making. A more persuasive response may include showcasing examples which are relevant to the specific 
person, such as highlighting individuals who are like that person, who may have changed their minds to follow 
protocols for the virus. By assisting these individuals an increase in protocol adherence is more likely. 
 

3. COVID-19 IN CANADA  
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Source: https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection.html  

 

 

https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection.html
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Source: https://www.covid-19canada.com 

 

3.1. CANADA NEWS 

• Manitoba mulling curfew to stem tide of COVID-19 cases, Pallister says 
• Ontario sets another record high for seven-day average of COVID-19 cases 
• Alberta could have thousands of new COVID-19 cases a day on current trajectory, expert says 
• Why Ontario hospitals are full to bursting, despite few COVID-19 patients 
• Halloween partiers gather in droves along Granville strip in downtown Vancouver 
• Quebec’s second coronavirus wave leads to 1,037 new cases, 12 more deaths 
• Inside a Toronto ICU: A second-wave revisit and what has changed in six months 
• Canadian businesses worried second Covid wave will sink them 
• 6 more have died as B.C. confirms unprecedented 1,120 new cases of COVID-19 over the weekend  

https://www.covid-19canada.com/
https://www.cbc.ca/news/canada/manitoba/pallister-covid-19-response-monday-1.5786211
https://toronto.ctvnews.ca/ontario-sets-another-record-high-for-seven-day-average-of-covid-19-cases-1.5170822
https://www.cbc.ca/news/canada/calgary/lynora-saxinger-malgorzata-gasperowicz-tom-mcmillan-1.5785655
https://www.cbc.ca/news/canada/toronto/ontario-hospital-occupancy-covid-19-hallway-healthcare-1.5784075
https://bc.ctvnews.ca/halloween-partiers-gather-in-droves-along-granville-strip-in-downtown-vancouver-1.5170146
https://globalnews.ca/news/7436573/quebec-coronavirus-covid-19-nov-2/
https://www.ctvnews.ca/health/coronavirus/inside-a-toronto-icu-a-second-wave-revisit-and-what-has-changed-in-six-months-1.5167302
https://www.consulting.ca/news/1952/canadian-businesses-worried-second-covid-wave-will-sink-them
https://www.cbc.ca/news/canada/british-columbia/monday-covid-numbers-dix-1.5786155


 

Page 6 of 12 
 

 

4. COVID-19 IN USA 
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4.1. USA NEWS 

• U.S. reports nearly 100,000 new cases in one day as infections surge in battleground states 
• Coronavirus surging in every key swing state as voters head to polls 
• Stores brace for post-election unrest and possibility of violence, damage to businesses after election 
• As the Virus Rages, Some Are Convinced It’s Too Late to Stop It 
• Midwestern states with few virus rules have low unemployment 
• ‘A whole lot of hurt’: Fauci issues US COVID-19 warning 
• 7-day percent positive of COVID tests approaches 30% in Wisconsin 

 

5. GLOBAL COMMON OPERATING PICTURE 

 

https://www.washingtonpost.com/nation/2020/10/30/coronavirus-covid-live-updates-us/
https://abcnews.go.com/Politics/coronavirus-surging-key-swing-state-voters-head-polls/story?id=73963121
https://www.usatoday.com/story/money/shopping/2020/11/02/election-outcome-business-bracing-protests-violence-damage/6044761002/
https://www.nytimes.com/2020/11/02/us/coronavirus-control.html
https://www.ctvnews.ca/business/midwestern-states-with-few-virus-rules-have-low-unemployment-1.5170608
https://www.aljazeera.com/news/2020/11/1/a-whole-lot-of-hurt-fauci-issues-us-covid-19-warning
https://www.channel3000.com/7-day-percent-positive-of-covid-tests-approaches-30-in-wisconsin/
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6. LAW ENFORCEMENT AND CRIME REPORTING 

• COVID-19 charity fraud is on the rise, warns the FBI—here’s how to safely donate without getting scammed 
• Beware: $1,200 Stimulus Check Text Messages Are A Scam 
• Police on curfew patrol as Spain fights nightlife infections  

7. TRAVEL 

• 'Pandemic fatigue': Pent-up demand is driving holiday flight bookings despite COVID-19 spikes 
• How the US election might determine the future of travel 
• These Are the Airlines Teetering on the Brink of Covid Ruin 
• CDC is lifting cruise ship ban in US waters - but it's 'conditional' 

8. SOLUTION AND RESPONSE EFFORTS 

• Artificial intelligence and covid-19: Can the machines save us? 
• Covid-19 antibodies diminish over time, but experts say there's no reason to be alarmed 

 

 

 

https://www.yahoo.com/lifestyle/covid19-charity-fraud-holiday-season-norton-security-online-cyber-crime-162400940.html
https://www.forbes.com/sites/shaharziv/2020/11/02/beware-1200-stimulus-check-text-messages-are-a-scam
https://www.570news.com/2020/11/02/police-on-curfew-patrol-as-spain-fights-nightlife-infections/
https://bc.ctvnews.ca/covid-19-impact-on-flights-are-you-entitled-to-a-refund-for-cancellations-1.4901763
https://bc.ctvnews.ca/covid-19-impact-on-flights-are-you-entitled-to-a-refund-for-cancellations-1.4901763
https://www.usatoday.com/story/travel/airline-news/2020/11/02/holiday-travel-airlines-say-despite-covid-19-spike-booking-strong/3740774001/
https://www.cnn.com/travel/article/us-election-2020-trump-biden-travel/index.html
https://www.bnnbloomberg.ca/these-are-the-airlines-teetering-on-the-brink-of-covid-ruin-1.1516159
https://www.cnn.com/travel/article/cdc-cruise-ships-conditional-sailing-order-pandemic/index.html
https://www.washingtonpost.com/health/covid-19-artificial-intelligence/2020/10/30/7486db84-1485-11eb-bc10-40b25382f1be_story.html
https://www.nbcnews.com/health/health-news/covid-19-antibodies-diminish-over-time-experts-say-there-s-n1245524
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• Covid lockdowns are cost of self-isolation failures, says WHO expert 

9. MEDICAL INFORMATION  

• Tiny variants in genes may dictate severity of coronavirus 
• SARS-CoV-2 viral load is associated with increased disease severity and mortality  
• Convalescent plasma may be safe, effective late-stage treatment for COVID-19 

10. INTERNATIONAL DATA 

• Johnson to face his critics after UK lockdown U-turn 
• Australia reports no new COVID-19 cases for first time in five months 
• Europe's COVID-19 cases double in five weeks, total infections surpass 10 million 
• Coronavirus Cases Spike in 40% of Russian Regions 
• Xinjiang Covid Outbreak Is China’s Biggest Since Summer 
• Germany launches 4-week partial shutdown to curb virus 
• Brazilians protest mandatory COVID-19 immunization, Chinese vaccine 

11. ECONOMIC IMPACT  

• Canadian economic decision-makers press pause for U.S. election outcome 
• IMF tells G20 countries to 'keep spending' on COVID-19 crisis 
• 'It's certainly going to get worse': Businesses plan more layoffs, hiring freezes in 2020 as COVID-19 escalates 
• How Covid-19 is hitting the reset button on the global economy and property 
• Dow Jones Jumps 500 Points, But Apple Reverses; Tesla Rebounds 
• U.S. manufacturing activity near two-year high; construction spending slows 

12. CYBER NEWS 

• Cybersecurity Post COVID-19: How to Ensure Safe Return to Work? 
• Cyber security critical for healthcare industry in wake of COVID-19 
• Smaller Enterprises Cannot Fly Under the Cyber-Attack Radar Any Longer as Breaches Predicted to Rise By 

40% in 2021 

End Report 

 
 
Please submit feedback to: 
 

 
Scott McGregor, CD, BCom 
Intelligence Manager  
Paladin Risk Solutions Inc.  
C. 604-910-7781  
smcgregor@paladinrisksolutions.com 

https://www.theguardian.com/world/2020/nov/02/covid-lockdowns-are-cost-of-self-isolation-failures-says-who-expert
https://www.theguardian.com/science/2020/nov/01/covids-effect-on-health-blamed-on-tiny-genetic-variations
https://www.nature.com/articles/s41467-020-19057-5
https://www.healio.com/news/pulmonology/20201102/convalescent-plasma-may-be-safe-effective-latestage-treatment-for-covid19
https://www.reuters.com/article/us-health-coronavirus-britain-johnson-idUSKBN27H1TQ
https://thehill.com/policy/international/523942-australia-reports-no-new-covid-19-cases-for-first-time-in-five-months
https://in.reuters.com/article/health-coronavirus-europe-cases/europes-covid-19-cases-double-in-five-weeks-total-infections-surpass-10-million-idINKBN27H1ML
https://www.themoscowtimes.com/2020/11/02/coronavirus-cases-spike-in-40-of-russian-regions-a71934
https://www.bnnbloomberg.ca/xinjiang-covid-outbreak-is-china-s-biggest-since-summer-1.1516221
https://abcnews.go.com/Business/wireStory/germany-launches-week-partial-shutdown-curb-virus-73966585
https://ca.reuters.com/article/us-health-coronavirus-brazil-vaccine-idCAKBN27H1TE
https://www.cbc.ca/news/business/canada-economic-u-s-election-1.5783966
https://www.reuters.com/article/imf-economy/imf-tells-g20-countries-to-keep-spending-on-covid-19-crisis-idUSKBN27I21D
https://www.usatoday.com/story/money/2020/11/02/unemployment-2020-many-businesses-still-plan-layoffs-hiring-freezes/6094411002/
https://www.businesstimes.com.sg/real-estate/how-covid-19-is-hitting-the-reset-button-on-the-global-economy-and-property
https://www.investors.com/market-trend/stock-market-today/dow-jones-stock-market-sell-off-election-day-apple-tesla-rival-nio-deliveries/
https://ca.reuters.com/article/us-usa-economy-idCAKBN27I26A
http://bwpeople.businessworld.in/article/Cybersecurity-Post-COVID-19-How-to-Ensure-Safe-Return-to-Work-/02-11-2020-338205/
https://www.healtheuropa.eu/cyber-security-critical-for-healthcare-industry-in-wake-of-covid-19/103620/
https://pressreleases.responsesource.com/news/100350/smaller-enterprises-cannot-fly-under-the-cyber-attack-radar-any-longer/
https://pressreleases.responsesource.com/news/100350/smaller-enterprises-cannot-fly-under-the-cyber-attack-radar-any-longer/
mailto:smcgregor@paladinrisksolutions.com
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13. APPENDIX A – Canadian Tracking Information 

 

 
Source: https://www.covid-19canada.com/graphs 

https://www.covid-19canada.com/graphs
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14. APPENDIX B – Phase 1 to 3: Progression on Managing COVID-19 Pandemic 

 

 

 
Source: https://www.oliverwyman.com/our-expertise/insights/2020/apr/getting-back-to-work-responsibly.html 

 

https://www.oliverwyman.com/our-expertise/insights/2020/apr/getting-back-to-work-responsibly.html
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