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NOTE: Paladin Risk Solutions is now utilizing a secure cloud application to provide multiple layers of protection on the web and prevent exposure of 
open source intelligence gathering and dark web investigations. This software enables research teams to maximize security, accelerate intelligence 
gathering and analysis, streamline network operations, and ensure full control and auditability of all research activity.  

DISCLAIMER 

This report is confidential and is intended to be used solely by the client for whom this report was prepared and to whom it is addressed for information 
purposes only and for no other purpose, except as may be expressly stated herein. This report may not be copied, reproduced, disseminated, distributed or 
otherwise made available to any third party, in whole or in part, without the express written consent of Paladin Risk Solutions Inc. which consent may be 
withheld for any reason. In preparing this report, Paladin Risk Solutions Inc. has used its professional care and diligence and has endeavored to include in this 
report and to base its analysis upon information that it believes to be relevant to the purposes of this report; however, no representation or warranty, express 
or implied, is made by Paladin Risk Solutions Inc. as to the accuracy or completeness of the information included in this report.  
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2. INSIGHT and SITUATIONAL AWARENESS  Click here to access previous featured reports 
 
Organized Crime. Globally, individuals are struggling financially due to the impact of the pandemic. According to 
the United Nations, 176 million people will likely experience poverty due to COVID-19 and organized crime is 
profiting from assisting individuals during the time of crisis. This is a common tactic utilized by organized crime 
groups for centuries, and it allows the groups to gain respect and trust. Moreover, while other legal means of 
funds become unavailable to many, organized crime groups are lending money to individuals who have been 
impacted financially by the pandemic. 

Due to COVID-19 restrictions, it is believed that $2.2 trillion dollars have been lost to illicit trade. Organized crime 
groups have been able to experiment in exporting illegally made PPE and hand sanitizers but have also lost some 
profit in the drug trade as smuggling has become more difficult due to border closures. Coupled with reduced 
demand for recreational drug use, gangs have had to come up with creative solutions to continue to make profit. 
Many countries are seeing a reduced capacity of enforcement as police are focused on pandemic related issues. 
Criminal gangs are also becoming more sophisticated by using cyber crime and are increasingly involved in 
ransomware and other hacks which correlates to increasing internet usage. This is evidenced by apporiximately 
$2 million in cryptocurrency that was just seized by the US Department of Justice from members of ISIS, who were 
making counterfeit masks and other PPE. The profit from this activity would likely be used to fund global terrorist 
operations.  

COVID-19 Transmission. The largest contact tracing study to date, based on 500,000 people in India, suggest that 
the virus spreads mostly by a small percentage of individuals, while most infected people are only responsible for 
a small number of transmissions. 71% of individuals infected with the virus do not spread their infection at all and 
only 8% of those infected are responsible for 60% of new infections. They found that people in households with 
children and young adults are more likely to have the virus, and overall young individuals accounted for one third 
of the positive cases. The overall likelihood of passing COVID-19 to a person in the community was 2.6%, going up 
to 9% for those in a positive patient’s household. People are most likely to contract COVID-19 from someone their 
own age, but the overall probability of catching the virus was 4.7%, increasing to 10.7% for high risk contacts.  

Canada Benefits. The Canadian Government has stated that although the Canada Emergency Response Benefit 
(CERB) is ending, individuals can still apply for retroactive benefits until December. Previously, individuals were 
not sure whether they were eligible for CERB payments, with some finding out after the fact that they could have 
received the assistance. Canada has replaced CERB with other benefits. Most people will be transitioning to 
Employment Insurance (EI) benefits while others can collect benefits related to childcare, sickness, and through 
the Canadian Recovery Benefit (CRB) - which allows those who would not qualify for EI to receive assistance.  

USA Benefits. After Congress failed to come to agreement on the federal emergency aid bill; Health and Economic 
Recovery Omnibus Emergency Solutions (HEROES) Act, American airlines and United Airlines are beginning to 
furlough 32,000 employees. The bill would have provided airlines with $25 billion to pay for workers wages, with 
assistance maintaining payroll until March 2021. It is believed that airline travel would reduce by 66% in 2021. 
Some critics believe that airlines should not receive their own subsidies and instead adjust to the new reality of 
reduction in travel, which could last three to four years. Although airlines were busy at the beginning of the 
pandemic, as they were responsible for almost 40,000 repatriations, the loss of workers will likely also cause 
problems for supply chains as the price of cargo flights and the items shipped through them, increase. 

https://paladinrisksolutions.com/featured-reports/
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Economically, the impact will likely ripple through various interconnected industries. Internationally, up to 46 
million jobs in aviation are expected to be lost over the course of the pandemic, with approximately 4.8 million 
jobs lost by the end of next year.  
 

3. COVID-19 IN CANADA  

   

Source: https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection.html  

 

https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection.html
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Source: https://www.covid-19canada.com 

https://www.covid-19canada.com/
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3.1. CANADA NEWS 

• Canada coronavirus cases surge past 160,000 as deaths top 9,300 
• Liberal government to spend $10B on infrastructure to fuel pandemic economic recovery 
• Why the positivity rate — a key metric for charting COVID-19's spread — is giving reason for hope in B.C. 
• Contact tracing working well with zero outbreaks in B.C. schools, provincial health officer says 
•  Ontario reports 538 new cases, changes symptom screening guidance for schools, child care centres 
• Up to $100M for Quebec businesses forced to close because of red zone rules 
• Retroactive CERB will still be available despite questions over rules: official 

4. COVID-19 IN USA 

  

https://globalnews.ca/news/7373106/canada-coronavirus-cases-oct-1/
https://www.cbc.ca/news/politics/trudeau-infrastructure-pandemic-recovery-mckenna-1.5746029
https://www.cbc.ca/news/canada/british-columbia/covid-bc-testing-numbers-positivity-rate-1.5744198
https://www.cbc.ca/news/canada/british-columbia/covid-19-update-bc-october-1-1.5746968
https://www.cbc.ca/news/canada/toronto/covid-19-coronavirus-ontario-october-1-update-1.5746016
https://www.cbc.ca/news/canada/montreal/up-to-100m-for-quebec-businesses-forced-to-close-because-of-red-zone-rules-1.5746423
https://globalnews.ca/news/7372457/retroactive-cerb-rule-change/
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4.1. USA NEWS 

• Wisconsin records highest single-day number of new COVID-19 cases 
• House passes $2.2 trillion Democratic coronavirus stimulus bill 
• Amazon says more than 19,000 workers got Covid-19 
• Trump says he is in quarantine after aide Hope Hicks tests positive for Covid 
• FDA warns of methanol-tainted hand sanitizer — but can't force companies to recall it 
• Pandemic rush to online shopping sparks interest in ‘Airbnb’ warehouses 
• US layoffs remain elevated as incomes and spending weaken 
• This Overlooked Variable Is the Key to the Pandemic 

https://thehill.com/changing-america/well-being/prevention-cures/519204-wisconsin-records-highest-single-day-number-of
https://www.cnbc.com/2020/10/01/coronavirus-stimulus-update-house-passes-democratic-relief-bill.html
https://www.cnbc.com/2020/10/01/amazon-says-more-than-19000-workers-got-covid-19.html
https://www.nbcnews.com/politics/white-house/hope-hicks-top-trump-adviser-who-flew-him-debate-tests-n1241751
https://www.nbcnews.com/news/us-news/fda-warns-methanol-tainted-hand-sanitizer-can-t-force-companies-n1241598
https://www.cnbc.com/2020/10/01/pandemic-rush-to-online-shopping-sparks-interest-in-airbnb-warehouses.html
https://apnews.com/article/virus-outbreak-jobless-claims-archive-united-states-economy-0ad4c225f28cef814e8e0afab3ec0e6a
https://www.msn.com/en-us/health/medical/this-overlooked-variable-is-the-key-to-the-pandemic/ar-BB19A13A
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5. GLOBAL COMMON OPERATING PICTURE 

 

 



 

Page 8 of 11 

 
 

6. LAW ENFORCEMENT AND CRIME REPORTING 

• COVID-19 and Illicit Trade: When Organized Crime and Terrorists Profit from the Pandemic 
• RCMP reverses mask policy for bearded officers 
• Quebec police to ticket those who flout COVID-19 rules 

7. TRAVEL 

•  Germany lifts world travel warning but keeps it for many EU countries 
• American and United to furlough 32,000 workers as time runs out for federal aid 
• Air Canada orders first batch of 25,000 rapid COVID-19 testing kits 

8. SOLUTION AND RESPONSE EFFORTS 

• Germany commits €100 million amid UN vaccine access drive 
• Coronavirus vaccine trial participants report day-long exhaustion, fever and headaches — but say worth it 
• Vaccine will 'not return life to normal in spring' 

9. MEDICAL INFORMATION  

• These coronavirus symptoms are more concerning for kids than the sniffles: B.C. doctor 
• Neanderthal genes linked to severe COVID-19; Mosquitoes cannot transmit the coronavirus 
• Largest COVID-19 contact tracing study to date finds children key to spread, evidence of superspreaders 

10. INTERNATIONAL DATA 

• China Mid-Autumn Festival: After Covid-19, hundreds of millions of people are about to go on vacation at 
the same time 

• row as Spain announces Madrid lockdown measures 
• From Rio to Amazon, Virus Flare-Ups Flash Warning in Brazil 
• 1st in Europe to be devastated by COVID-19, Italy redoubled its efforts, and they're now paying off 
• Why Japanese researchers say there's "no reason" to keep doing painful COVID nasal swab tests 

11. ECONOMIC IMPACT  

• Americans might never come back to the office, and Twitter is leading the charge 
• Australian PM pledges $1 billion for manufacturing in push to rebuild economy 
• COVID-19 complicates B.C.’s child-care landscape 
• Investors are bullish on stocks for the 4th quarter, but fear a coronavirus spike 

12. CYBER NEWS 

• Russia is spreading lies about Covid vaccines, says UK military chief 
• Without user data, COVID Alert app’s effectiveness is hard to measure 
• Cyber improvements may stem from Covid-19 pandemic response 

 

End Report 

 

https://www.hstoday.us/subject-matter-areas/counterterrorism/covid-19-and-illicit-trade-when-organized-crime-and-terrorists-profit-from-the-pandemic/
https://www.cbc.ca/news/canada/british-columbia/rcmp-reverses-mask-policy-1.5746450
https://www.theglobeandmail.com/canada/video-quebec-police-to-ticket-those-who-flout-covid-19-rules/
https://bc.ctvnews.ca/covid-19-impact-on-flights-are-you-entitled-to-a-refund-for-cancellations-1.4901763
https://bc.ctvnews.ca/covid-19-impact-on-flights-are-you-entitled-to-a-refund-for-cancellations-1.4901763
https://globalnews.ca/news/7370727/coronavirus-germany-travel-world/
https://www.cbsnews.com/news/american-united-airlines-furlough-32000/
https://www.cbc.ca/news/business/air-canada-testing-kit-1.5745976
https://www.dw.com/en/coronavirus-germany-commits-100-million-amid-un-vaccine-access-drive/a-55107335
https://www.cnbc.com/2020/10/01/coronavirus-vaccine-trial-participants-exhaustion-fever-headaches.html
https://www.bbc.com/news/health-54371559
https://bc.ctvnews.ca/these-covid-19-symptoms-are-more-concerning-for-kids-than-the-sniffles-b-c-doctor-1.5125284
https://www.reuters.com/article/us-health-coronavirus-science-idUSKBN26L3HC
https://www.princeton.edu/news/2020/09/30/largest-covid-19-contact-tracing-study-date-finds-children-key-spread-evidence
https://www.cnn.com/travel/article/china-golden-week-coronavirus-intl-hnk/index.html
https://www.cnn.com/travel/article/china-golden-week-coronavirus-intl-hnk/index.html
https://www.theguardian.com/world/2020/oct/01/global-coronavirus-report-row-as-spain-announces-madrid-lockdown-measures
https://www.cbc.ca/news/world/italy-europe-covid-19-devastated-1.5744934
https://www.cbsnews.com/news/coronavirus-pcr-testing-no-reason-japan-reasearch-says-covid-saliva-tests-as-reliable/
https://www.washingtonpost.com/technology/2020/10/01/twitter-work-from-home
https://ca.reuters.com/article/businessNews/idCAKBN26M4TA
https://biv.com/article/2020/10/covid-19-complicates-bcs-child-care-landscape
https://www.cnbc.com/2020/10/01/investors-are-bullish-on-stocks-for-the-4th-quarter-but-fear-a-coronavirus-spike.html
https://www.theguardian.com/uk-news/2020/sep/30/russia-spreading-lies-about-covid-vaccines-says-uk-military-chief
https://ipolitics.ca/2020/10/01/without-user-data-covid-alert-apps-effectiveness-is-hard-to-measure/
https://www.pinsentmasons.com/out-law/analysis/cyber-improvements-covid-19
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Please submit feedback to: 
 

 
Scott McGregor, CD, BCom 
Intelligence Manager  
Paladin Risk Solutions Inc.  
C. 604-910-7781  
smcgregor@paladinrisksolutions.com 

 

 

 

 

 

mailto:smcgregor@paladinrisksolutions.com
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13. APPENDIX A – Canadian Tracking Information 

 
 

Source: https://www.covid-19canada.com/graphs 
  

https://www.covid-19canada.com/graphs
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14. APPENDIX B – Phase 1 to 3: Progression on Managing COVID-19 Pandemic 

 

 

 

Source: https://www.oliverwyman.com/our-expertise/insights/2020/apr/getting-back-to-work-responsibly.html 

 

https://www.oliverwyman.com/our-expertise/insights/2020/apr/getting-back-to-work-responsibly.html
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